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2. Gerneral
2.1 Purpose of this documentation

This user manual describes the functions and use of the mbNET router MDH800 1 MDH859.
Please read carefully and retain this information.

2.2 Validity of this documentation

This manual is valid for the router mbNET

MDH800, MDH802, MDH803, MDH804, MDH810, MDH811, MDH812, MDH813, MDH814, MDH815, MDH816, MDH817,
MDH818, MDH819, MDH830, MDH831, MDH832, MDH832, MDH833, MDH834, MDH835, MDH841, MDH848, MDH849,
MDH850, MDH855, MDH858, MDH859

from firmware version V 5.1.6

2.3 Brief description

The mbNET industrial router offers you optimum flexibility and security, making remote communication with your
systems both easy and secure. Thanks to its compact design, the mbNET router will fit into any switch cabinet, and
with its multiple interfaces and drivers, is the perfect solution for integrating different control systems. The mbNET
router is configurable using a web interface.

24 Features

Fully configurable using web interface via locally connected computer, or remotely.

Deployable worldwide using different modem connections, (ISDN, analog, mobile broadband) plus access

via LAN and Internet.

C Secure connection using an integrated firewall with IP filter, NAT and port forwarding, VPN with AES,
DES/3DES/DESX, Blowfish or RC2 encryption, and authentication via pre-shared key (PSK), static key or
certificate (X.509).

C Alarm management:

o Fully configurable digital inputs and outputs, and the ability to send via email, SMS or Internet
dial-up.
0 Via remote output switching in the event of a fault or with an active Internet connection.

C Integrated server secures all settings, keys and certificates and allows data sharing within the network via
connected USB flash or hard drive.

C Variable RS232, RS485, RS422 RS interface or optional MPI/PROFIBUS for connecting control systems.

¢
¢

2.5 Prerequisites/components:

RSP mbCONNECT24 from firmware V 2.4

mbCONNECT24 from firmware V 1.7
mbDIALUP* from firmware V 3.8
mbCHECK * from firmware V 1.1.2
mbNET * from firmware V 5.0

* The latest version can be downloaded from www.mbconnectline.com.
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2.6 Releas notes:

Version | Date

V5.0 01.10.2017

Comment

Previous version: V 3.3.5 DR 05 (23.03.2017)
Changes:

Chapter 11.1.4 Cloudserver

Chapter 12.4 System > Settings > Time Settings
The following functions have been added:

1 ANTP Server Intervalfiand

1 ANTP Server Defaulttimefi

Chapter 12.4 System > Settings > €

The "System Services" area has been added here and the functions (security features)
1 /Misable Network Configuration (Conftool)fiand
1 Anable Manufacturer System Accessfi .

Chapter 12.5 System > WEB > HTTP or HTTPS Access from Network
A selection field (http or https) has been added here.

Chapter12. 5 System > WEB > ¢

Here, as an additional security feature, the "Services" area has been added, including the functions
1 /Misable complete Web-GUI (only recoverable with Factory Reset!)f
1 "Disable Factory Webservice "
1 "Disable Communication Webservice (SMS/Email) "

Chapter 16.3 System > USB
Changing the access function (access to USB only via SFTP).

Chapter 18.1.1 RS232/485 serial interfaces and 18.1.2 MPI/PROFIBUS interface
For additional hardening of the system, the function "Disable Service" has been added.

Chapter 19.1 Firewall General
Fundamental revision of the firewall.

Chapter 19.2 WAN > LAN

added.
You can now enter ranges or enumerations in the fields IP and Port.

Chapter 19.3 LAN > WAN

You can now enter ranges or enumerations in the fields IP and Port.

Chapter 19.4 Forwarding

Change the interface target for forwarded packets from a checkbox to a selection field.

You can now enter ranges or enumerations in the fields IP and Port.

Chapter 19.5 NAT
The menu has been extended by the "SimpleNAT" function.

Chapter 22.3 Digital outputs
Here the selection field "Function" was expanded by the option
"On by any User -Cloudserver-connection"”.

Added / inserted:

Chapter 25 Firmware update directly via USB
Chapter 26 Importing the portal configuration into an mbNET via USB

Here, for the purpose of hardening the system, the verification via certificates was additionally added.

The "WAN Interface" selection field has been extended and a "LAN Interface" selection field for the target interface has been

Here, a selection field "LAN Interface" has been added and the existing selection field "WAN Interface" has been extended.
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Version Date Comment

V 5.0 DRO1 18. 07. 2018 Chapter 25. Firmware update directly via USB: Additional information.

V 5.0 DR0O1-1 13.12. 2018 Chapter 25. Firmware update directly via USB: error correction

+ MNow push and hold down the Dial Qut button &
until LED Fc3 flashes @.

Aéuntil L ED Fi€wron,lit has to besFED

V5.1.6 08. 04. 2019 In chapter 19.1 Security > Firewall General the function SNAT (WAN) has been added.

Correction of the description in chapters 19.2 - 19.4 "Input of ranges" in the input fields for
IP addresses and "Input of ranges or enumerations” in the input fields for ports.

04. 06. 2019 Updating the company logo

3. Safety Instructions (English and France)

1 Only qualified specialist personnel may install, start up, and operate the router. The national safety and
accident prevention regulations must be observed.

1 The router is built to the latest technological standards and recognized safety standards (see Declara-
tion of Conformity).

1 The router is only intended for operation in the control cabinet and with SELV according to IEC
60950/EN 60950/VDE 0805.

The router is for indoor use only.

Never open the router chassis. Unauthorized opening and improper repair can pose a danger to the
userUnaut horized modifications are maaty covered by t he

Opening up the device voids the warranty!

I The router must be disposed of in line with European regulations and German legislation on elec- ﬁ

tronics and electronic device (WEEE), and not as general household waste

1 The router may only be connected to devices, which meet the requirements of EN 60950.

ADVICE:
1 The unit should be connected and operated on a telephone switchboard only. The unit is not intended
to be direct connected to a public telephone system.

NOTE:

Electrostatic discharge!

Observe the necessary safety precautions when handling components that are vulnerable to
electrostatic discharge (EN 61340-5-1 and IEC 61340-5-1)!
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Consignes de sécurité

1

Le routeur est construit selon | 6®t at actuel de |
tiere de sécurité (voir la déclaration de conformité).

Le routeur doit étre monté a un endroit sec. Aucun liquide ne doit pénétrer dans le routeur, car cela
pourrait occasionner des chocs électriques ou des courts-circuits.

Le routeur est uniquement pr®vu pour | b6utilisatio
Ne jamais ouvrir | e bo’ ti euroudesréparatiansenorradaptéesd peuvent r t u
mettre en danger | d6utilisateur du routeur. Le fab

cations arbitraires.
La garantie devient caduque ehm cas dbébouverture de

Conformémentaux prescript i ons eur op®ennes et ~ la | oi all ema
pareils ®l ectroniques, il est interdit de mettre
maux.Lé6appareil doit °tre ® imin® dans | e respect d

AVERTISSEMENT:

Les modéles MDH830, MDH820, MDH800, MDHB810 et MDH815 doivent étre utilisés et raccordés uniquement via
des centrales téléphoniques. Il est interdit de les faire fonctionner directement sur le réseau téléphonique public.
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4. Using Open Source Software
4.1 General Information

Our products contain, amongst others, so-called open-source software that is provided by third parties and has been
published for free public use. The open-source software is subject to special open-source software licenses and the
copyright of third parties. Basically, each customer can use the open-source soft-ware freely in compliance with the
licensing terms of the respective producers. The rights of the customer to use the open-source software beyond the
purpose of our products are regulated in detail by the respective concerned open-source software licenses. The cus-
tomer use the open-source software freely, as provided in the respective effective license, beyond the purpose that
the open-source software gets in our products. In case there is a contradiction between the licensing terms for one of
our products and the respective open-source software license, the respective relevant open-source software license
takes priority over our licensing terms, as far as the respective open-source software is concerned by this.

The use of the used open-source software is possible free of charge. We do not demand usage fees or any compa-
rable fees for the use of the open-source software contained in our products. The use of the open-source software in
our products by the customer is not part of the earnings we achieve with the contractual compensation.

All open-source software programs contained in our products can be taken from the available list. The most im-

portant open-source software licenses are listed in the Licenses section at the end of this publication.

As far as programs contained in our products are subject to the GNU General Public License (GPL), GNU Lesser

General Public License (LGPL), the Berkeley Software Distribution (BSD), the Massachusetts Institute of Technology

(MIT) or another open-source software license, which regulates that the source code must be made available, and if

this software is not already delivered in source code on a data carrier with our product, we will send you this at any

time upon request. If it is required to send this on a data carrier, the sending will be made against pay-ment of a cost
compensation of a4 10, 00. OQur offer to send theaferadelivetye cod
of our product to the customer. Requests must be directed to the following address, if possible under specification of

the serial number:

MB connect line GmbH
Fernwartungssysteme
Winnettener Str. 6
91550 Dinkelsbiihl
GERMANY

Tel. +49 (0) 9851 /58 25290
Fax +49 (0) 98 51 /58 25 29 99
info@mbconnectline.com

4.2 Special Liability Regulations

We do not assume any warranty or liability, if the open-source software programs contained in our product are used
by the customer in a manner that does not com-ply any more with the purpose of the contract, which is the basis of
the acquisition of our product. This concerns in particular any use of the open-source software programs outside of
our product. The warranty and liability regulations that are pro-vided by the respective effective open-source software
license for the respective open-source software as listed in the following are effective for the use of the open-source
software beyond the purpose of the contract. In particular, we are not liable, if the open-source software in our prod-
uct or the complete software configu-ration in our product is changed. The warranty granted with the contract, which
is the basis of the acquisition of our product, is only effective for the unchanged open-source software and the un-
changed software configuration in our product.

4.3 Used Open-Source Software

Please contact our support department (support@mbconnectline.com) for a list of the open-source software used in
this product.
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5.2 Datasheet

General data

Voltage =—= V (DC)

107 30V DC (external Power Supply or other SELV Power Supply Source,
rated 10-30V DC, max. 40A)

Power consumption

max. 1300 mA @ 24 V

IP protection class IP 20

Area of application Dry environments
Operating temperature 01 50°C
Storage temperature -2071 60 °C

Humidity

071 95% (non condensing)

Dimensions (max.)

48 mm x 137 mm x 140 mm (W x D x H)

Weight (max.)

650 g

Housing (material)

Metal with plastic front

Mounting

DIN rail mounting (based on DIN EN 50022)

I/Os and standard interfaces

Digital inputs

4 pcs. digital inputs (10-30V) (fuse-protected), (Low 0-3,2 V DC, High 8-30 V
DC)

Digital outputs

2 pcs. digital outputs (200mA max. / output), 200 mA @ 12 V DC /100 mA @ 24
V DC

LAN interfaces

4 pcs. 10/100 Mbit/s full and half duplex operation, autodetection patch cable /
crossover cable

USB interface

USB Host 2.0

VPN

VPN protocol

IPsec/PPTP/OpenVPN, 64 | Item no.: 8810-UL, 8811-UL, 8812-UL, 8813-UL,
tunnel 8814-UL, 8830-UL, 8831-UL, 8833-UL, 8834-UL,

Encryption method

. 8850-UL-EU, 8850-UL-AT&T, 8855-UL-EU,
Blowfish, AES, DES/3DES | gore i aATat

VPN protocol

Encryption method

OpenVPN' 1 tunne' Item no.: 8815'UL, 8816'UL, 8817'UL, 8818'UL,
8819-UL, 8835-UL*, 8841-UL, 8849-UL,
Blowfish 8858-UL-EU, 8858-UL-AT&T, 8859-UL-EU,

8859-UL-AT&T

Encryption algorithm

MD5, SHA1

Authorization

Pre-Shared-Key, X.509

*can only be operated with mbCONNECT24, mymbCONNECT24.hosted, -.virtual, -.mini, -.midi or -.maxi

Network / Security

Firewall 1.1 NAT, IP-Filter, Port forwarding, stateful inspektion
IP-Router NAT-IP, TCP/IP routing, IP forwarding
Services DHCP server, DHCP client, DNS server, NTP client, PPP server, DynDNS

Time synchronization

NTP server

Page 14 of 237
Version: 5.1.6 7 June 4™, 2019



mbNET"

Optional interfaces

WAN interface

10/100 Mbit/s full and half duplex operation, autodetection patch cable / crossover
cable

Interface 1 (COM1)

RS-232/485 (using software switchable)

Interface 2 (COM2)
depending on the device

RS-232/485 (using software switchable) or MPI/PROFIBUS - 12 Mbit/s

SIM card slots

2 pcs. SIM card reader with ejector (for mini-SIM)

Communication

Devices with analog modem (ltem no.: 8810-UL, 8815-UL, 8830-UL)

Target region

240 countries

Modulation type

V.21, V.22, V22bis, V.23, V.32, V.32bis, V.34

Data compression V.42bis, MNP5
Error correction MNP 2-4, V.42 LAPM
Dialing method MFV/IWV

Modem connector

RJ11 socket

FCC

Part 15 & Part 68

Devices with UMTS (3G) modem (Item no.: 8814-UL, 8819-UL, 8834-UL, 8849-UL)

Target region

Global

GSM/ GPRS / EDGE

850, 900, 1800, 1900 MHz; downlink max. 296 kbps, uplink max. 236.8 kbps

HSxPA

800/850, 900, AWS 1700, 1900, 2100 MHz; downlink max. 21 Mbps, uplink max.
5.76 Mbps

Antenna connector

SMA socket

FCC

FCC ID: R17HE910

Devices with UMTS (3G) modem (Item no.: 8813-UL, 8818-UL, 8833-UL)

Target region

EMEA (Europe, the Middle East and Africa), Australia
APAC (East Asia, Southeast Asia, Australia and Oceania)
LATAM (Latin America)

GSM/ GPRS / EDGE

850, 900, 1800, 1900 MHz; downlink max. 296 kbps, uplink max. 236,8 kbps

HSxPA

800/850, 900, AWS 1700, 1900, 2100 MHz; downlink max. 7.2 Mbps, uplink max.
5.76 Mbps

Devices with LTE (4G) modem (Item no.: 8850-UL-EU, 8855-UL-EU, 8858-UL-EU, 8859-UL-EU)

Target region

EMEA (Europe, the Middle East and Africa), Australia

GSM /GPRS / EDGE

850, 900, 1800, 1900 MHz; max. 236 kbps

HSxPA

850, 900, 1900, 2100 MHz; downlink max. 42 Mbps, uplink max. 5.76 Mbps

LTE

800, 900, 1800, 2100, 2600 MHz; downlink max. 100 Mbps, uplink max. 50 Mbps

Antenna connector

SMA socket @

FCC

FCC ID: N7TNMC7304

AT&T)

Devices with LTE (4G) modem - AT&T (Item no.: 8850-UL-AT&T, 8855-UL- AT&T, 8858-UL- AT&T, 8859-UL-

Target region

AMER (North and South America)

CDMA 1XRTT / EV-DO REV A | 800 (BCO), 1900 PCS (BC1), Secondary 800 (BC10) MHz; max. 236 kbps

GSM / GPRS / EDGE

850, 900, 1800, 1900 MHz; max. 236 kbps
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Communication

HSxPA

LTE

2100 (B1), 1900 (B2), AWS (B4), 850 (B5), 900 (B8) MHz

CDMA EVDO/1x: BCO, BC1, BC10; downlink max. 42 Mbps, uplink max. 5.76
Mbps

1900 (B2), AWS (B4), 850 (B5), 700 (B13), 700 (B17), 1900 (B25) MHz; down-
link max. 100 Mbps, uplink max. 50 Mbps

Antenna connector

SMA socket @

FCC

FCC ID: N7TNMC7355

Devices with WiFi modem (Item no.: 8811-UL, 8831-UL, 8841-UL) - not currently UL listed -

WiFi

IEEE802.11b/g & 802.11n (1T1R mode), up to 150 Mbit/s

WiFi specification

-EU (2.412 GHz-2.472 GHz, 1-13 Channel)

. USA (2.412 GHz-2.462 GHz, 1-11 Channel)
. WPAMP2, 64/128/152bit WEP, WPS

. 802.11b: 1,2,5.5,11 Mbps

-802.119: 6,9,12,18,24,36,48,54 Mbps

. 802.11n: (20 MHz) MCS0-7, up to 72 Mbps

- 802.11n: (40 MHz) MCS0-7, up to 150 Mbps

Antenna connector

RP-SMA socket

FCC

FCC ID: YWTWFXMO05

5.3 General approvals

General approvals

EN 61000-6-4, interference emission for industrial enterprises c €
EN 61000-6-2, immunity for industrial enterprises

0“5 I.T.E.

LISTED E358792

The following models are UL listed

MDH800, MDH802, MDH803, MDH804, MDH810, MDH812, MDH813,
MDH814, MDH815, MDH816, MDH817, MDH818, MDH819, MDH820,
MDH822, MDH823, MDH824, MDH830, MDH832, MDH833, MDH834,
MDH835, MDH848, MDH849, MDH850, MDH855, MDH858, MDH859

Certificates (CE, UL etc.) can be downloaded from www.mbconnectline.com.
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6. What is included in the package

First, check that the following parts are in the product package:

All devices
=
- e e, -
- il E o]
‘ EQ i) o II '-.ﬂ
"B | LA i
~-n -8 W
= ®CeFe
ououe MBNET oo o
=
mbNET router Quick Start Guide Straight-through Ethernet cable
Router variants with analog modem Router variants with GSM modem (3G, 4G)
RJ11 plug RJ10 to TAE adapter GSM antenna (SMA male)

Router variants with WiFi modem

\\‘9®

Wifi / Bluetooth antenna (2.5 m cable length) (SMA female)

Should any of these parts are missing or damaged, please contact the following address:

MB connect line GmbH
Winnettener Str. 6
91550 Dinkelsbiihl
GERMANY

Tel.: +49 (0)9851/282529-0
Fax: +49 (0)9851/282529-99

Please keep the original box and the original packaging in case you need to send the device for repair
at a later date.
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7. Displays, controls and connections

7.1 Front panel view

Fc1 OO Fc2
Fc3 OO Fc4
Rdy O O Con
PwrOO Err

Ir—
WAN %
=

LAN1

LAN3

COM2
Dial Out O
Reset O

mbNET"

Label Status Description
Fcl LED off Serial interface COM1 not receiving data.
(Function 1) || Fp on Serial interface COML1 receiving data.
g
Fc2 LED off Serial interface COM1 not sending data.
(Function 2) || £p flashing | Serial interface COM1 sending data.
Fe3 LED off Serial interface COM2 not receiving data.
c
(Function 3) | LED flash- Serial interface COM2 receiving data.
hing On if MPI: bus communication OK
LED off Serial interface COM2 not sending data.
Fc4
(Function 4) . Serial interface COM2 sending data.
LED flashing If MPI: bus transferring data
The Ready LED does this for approx. 35 seconds when the
LED flashin device is switched on. After this, flashing indicates boot se-
Rdy 9 quence. This may take up to 90 seconds depending on the
(Ready) type of device.
LED solid The router is ready
LED off No connection to Internet or VPN
LED on Connection to Internet
Con LED flashing . .
(Connect) | (15Hz) VPN connection active
I(_3E|I_3|Zf)lash|ng Internet or VPN connection is being established
Router power source is switched off or router is not con-
LED off
Pwr nected to power source / power pack.
(Power) LED on Power source is connected to terminal block and switched
on.
Err LED off Router working without errors
(Error) LED on Router error. Diagnostics under
System Status(see Status | System)
WAN T Router WAN port (customer network, DSL modem ...).
green light up | Network connection available
WAN LED i
flashing Network data transfer active
orange
LAN17T 4 ) Local network ports (e.g. machine network)
LAN LED |green light up | Network connection available
li4 flashing .
(Dual LED) orange Network data transfer active
USB T Portable USB drive port
Among other things, this button establishes an Internet or
Dial out T VPN connection (hold down the button until the Con LED
starts to flash).
Reset ) Pushing this button restarts the router (so-called cold start).
CoM1 i COML1 port for connecting to devices with RS232 / RS485,
RS422 interface.
COM2 port is for either connecting to devices with MPI in-
COM2 T terface or to devices with RS232 / RS485, RS422 interface.

This depends on your device type.
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8. Interfaces
8.1 Pinout of top panel terminal blocks X1 and X2
+ Power supply connection
X1 107 30V DC
— X1 | m'nnXéM“d!M
1 vigital Input 11 (LU 1 3uV)
2 Digital input 12 (10 7 30V) t - 141312 1 P MO20f
3 Digital input 13 (107 30V) 5 E g g % % 5 5 g g
o 4 Digital input 14 (10 7 30V)
P Fuse protection 10 7 30V DC
M 0V DC connection
02 Digital output A2
01 Digital output Al
8.2 Pinout of bottom panel RJ11 jack
Pin | ISDN Analog
1 | Not tahBer®a6 Not connected
2 TX+ Not connected
3 RX+ Lb/b
4 RX- La/a
5 TX- Not connected
6 Not connected Not connected
8.3 Pinout of front panel serial interfaces COM1 and COM2
Pin | RS 232 RS 485 MPI
1 888' 1Dé1t(e:1%l\gr2rier Detect | Not connected Not connected
2 | RxD Receive Data RxD i Receive Data |GND 24V /O__-\
3 | TxD Transmit TxD + Transmit Data | Data circuit B 6 __. ._
4 DTR Data Terminal +5VOIt§ (only in 4-wire Send request 7 __. .
Ready operation) 8 __. .
5 | Ground signal Ground signal GND 5V(200mA) 9 __. .
6 |DSR Data Set Ready Not Connected 5V output Q)
7 |RTS Request to Send TxD i Transmit Data |24V supply input O
8 |CTS Clear to Send RxD+ Receive Data | Data circuit A
9 | RI Ring Indicator Not connected Send request
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8.4

Pinout of front panel LAN / WAN ports

[l

m N

==l

Sigd) 567
1 TX+
2 TX-
3 RX+
4 Not connected
5 Not connected
6 RX-
8.5 Pinout front panel USB port
Signal
1 VCC (+5V)
2 - Data
3 1+Da}a 3 Vil
4 GND
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9. First time operation
9.1 Router installation
9.1.1  Mounting position / minimum distances
The mbNET router is designed for mounting on DIN rails (in accord- 3
ance with DIN EN 50 022) and is intended for switchgear installation.

Installation and mounting must be carried out in accordance with VDE
0100 / IEC 364. The router may only be installed in vertical position as
described.

Failure to observe the minimum distances can destroy the device at

high ambient temperatures!

DIN rail mounting

Page 22 of 237
Version: 5.1.6 7 June 4™, 2019

Ce——

Insert the router into the DIN rail. To do this, position the upper guide on the rail and then press the router
downwards against the rail until fully inserted.
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9.2 Connecting the router to the power supply and switching on

ADVICE
Before connecting the router to a network or PC, first ensure that it is properly connected to a power supply, other-
wise it may cause damage to other equipment. You should therefore follow the instructions given below

IMPORTANT
Connect equipotential bondingt o t he grounding lug! on the r

X1 | X2
1413 12 11 P M O201

© <0 || |UgEo0soEE| <o

000000
000000
000000

Q0000000

C Connect the (10-30V DC) power supply to the X1 terminal of the router.
C Ensure correct polarity reversal!

C Now switch on the power supply. The green Power LED should light up immediately. After approx. 90-110 sec-
onds (depending on device model) the Ready LED should be solid. The device is now ready for operation.

For further support on the mbNET industrial router, visit our online support forum at
www.mbconnectline.de

Page 23 of 237
Version: 5.1.6 7 June 4, 2018


http://www.mbconnectline.de/

mBbNET"

9.3 Connecting the router to a configuration PC

C Before configuring the router, connect it to the computer using the
crossover cable supplied (1). To do this, connect one end of the ca-

ble to the router port labeled LAN, and the other end to your com-
puter& network card.

10. Router configuration prerequisites

C aPCwith anetwork card

-

Internet Protocol (TCP/IP) Properties
General
“Y'ou can get IP zettings assigned automatically if your network. supports
Q an I n tel’n et b rowser (HTM L5-C0m pa.t'b'“ty) this capability. Dtherwi_se, you need to ask your network administrator for

the appropriate |P_setimgs

Obtain an P address automatically
(3) Use the following IP address:
IP addiess:

C Therequired settings on your PC are as follows: 2R Do

Subnet mask: 285255 255 . 0

Default gateway:

0 the computerd IP address must be set to
192.168.0.X where X is variable

(3) Use the following DNS server addresses:
Freferred DNS server:

o0 the subnet mask must be 255.255.255.0

Alternate DNS server

0K Cancel

For instructions on how to create the required settings on a PC, please see the next page. If you

already know how to set the IP address and subnet mask, set them as described above and then
proceed with configuration as described in
Initial Configuration
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10.1

How to set computer address (IP address) and subnet mask in Windows 7

To set the IP address, proceed as follows:

¢

First, s eQl)thentConirdbt
Panel from the Windows Start menu
(2) and then click on Network Con-
nections (3). Click on Network Cen-
ter (4) then Change Adapter Settings

(5).

Right-click on Local Area Connec-
tion (6) and select Properties.

In the next window, double-click on
Internet Protocol (TCP/IP)

In the next window, enter the appro-
priate IP address. An appropriate IP
address would be e.g. 192.168.0.2.

Please note:

the Internet IP address must be
192.168.0.X and is not allowed to
be already in use by another net-
work subscriber.

In Subnet mask, enter
255.255.255.0 and in Default gate-
way, enter the router IP address as
shown in the section on Router IP
address.

Where a DNS server is in use, there
is an option to select Obtain DNS
server address automaticallya

To save and close the settings, click
OK on each of the open windows.

Page 25 of 237
Version: 5.1.6 7 June 4, 2018



















































































































































































































































































































































































































































































































































































































































