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These operating instructions describe the functions and application of the mbSPIDER  
Series 9xx from Firmware Version 2.6.1. Please read them and store them carefully. 
 
In the mbSPIDER firmware V 2.6.1, we have focused our attention on system hardening for IT Security ï  
protecting the confidentiality, integrity and availability of information against cyber threats. 
 
The core objective of the V 2.6.1 is to achieve the best possible security. 
 
In the appendix under chapter 30.3 ñOverview of the functions for system hardeningò, you will find a table with 
the relevant functions.   
 
 
The firmware V 2.6.1 is completely compatible with all previous versions. Older devices can be updated  
anytime. 
 
The latest information and updates can be found on our website www.mbconnectline.com. We welcome com-
ments, suggestions for improvement or constructive criticism at any time. 
 
Trademarks 
The use of any trademark not listed herein is not an indication that it is freely available for use. 
 
No part of this document and its contents may be reproduced, used or distributed without our express permis-
sion. Damages will be claimed in the event of infringement. All rights reserved. 
 
SIMPLYFIED EU DECLARATION OF CONFORMITY 
Hereby, MB connect line GmbH declares that the radio equipment type MDH 905; MDH 915; MDH 906;  
MDH 916 is in compliance with Directive 2014/53/EU. 
The full text of the EU declaration of conformity is available at the following internet address: 
http://www.mbconnectline.com 
 
 

Release Notes: 

Version Date Comment 

V 2.2.0 DR 06 Jan 15th, 2016 Direct previous version 

V 2.6.1 Dec 17th, 2018 

System hardening activities / changes under 
Administration> Settings> System (see chapter 8.1): 
 

¶ The FTP server for access to the USB interface has been replaced by an 
SFTP server. 

¶ Access to the web interface optionally via http or HTTPS protocol. 

¶ Firewall for controlling the interface over which the web interface and the 
SFTP server are to be accessed. 

¶ Disable system services (configuration interface for production, SSH ac-
cess, network configuration, etc. 

 
Extension of the "Device Status" page (see Chapters 10.1.3 - 10.1.6) 

V 2.6.1 DR01 Oct. 1st, 2019 
The chapter "Maintenance" has been added, with the remark to check at regular in-
tervals the actuality of the firmware installed on the device.f 

 
 

  

http://www.mbconnectline.com/
http://www.mbconnectline.com/index.php/de/support/downloads
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  General explanation of symbols 

 
Note    

 Important    

Explanation of symbols (icons) of mbSPIDER web interface 

 
  Edit  

 
  Repeat  

 
  Delete  

 
  New element  

 
 Drop-down box  

 
 Input box  
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1. General 
 

1.1 Brief description 
 
mbSPIDER ï Data modem with web visualization 
The programmable data modem with alarm function and web visualization is used to record consumption values and 
to monitor systems and buildings. 
 
The mbSPIDER allows continuous recording of counter levels, measured values, logical states and analog values. 
 
The mbSPIDER receives and saves the current counter levels, measured values, logical states and analog values of 
systems and buildings. 
A web browser* can be used - also via a smartphone or tablet PC - to display, evaluate and visualize all the meas-
ured values. All the relevant data of the connected devices are simply saved via script control. 
 

1.2 Features 
 

¶ Complete configuration of the mbSPIDER via the integrated web interface remotely or using a locally con-

nected computer. 

¶ Setup of secure connections through integrated Firewall via OpenVPN.  

¶ Alarm management: 

o Message service via e-mail or text message 

o Extended actions (data download, signal preprocessing, etc.) freely programmable using script lan-

guage 

¶ Integrated memory to back up all the settings and log data 

 
 

1.2.1 Scope of service/limits 
 

Feature 
Max. number of system/ 
display options 

Server 4 

Scaling 64 

Tags 256 

Widgets 64 

Scripts 64 

Users 64 

User groups 64 

Actions 64 

Screens 64 

Monitoring 64 

Widgets per view 16 

 
 
 

* Almost every HTML5 compatible web browser. 
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2. Safety instructions 

 ¶ The data modem is built to the latest technological standards and recognized safety 

standards (see Declaration of Conformity).       
 

¶ Install the data modem in a dry location. Do not allow liquid to get inside the device, as 
this could result in electric shocks or short circuits. 

 

¶ The data modem is for indoor use only. 
 

¶ The manufacture shall not accept any guarantee for modifications made by the user. 
Improper handling and non-observance of the description shall render all warranty 
claims null and void. 

 

¶ Mounting/electrical installation may only be performed by a qualified electrical specialist. 
 

¶ All work on the device (e.g. on interfaces, SIM card replacement, replacing the antenna, 
etc.) may only take place when the system is de-energized. 
 

¶ Dispose of the device in line with European regulations and German legislation on elec-
tronics and electronic devices, and not in general household waste. The device should 
be disposed of accordingly. 
 

  
 
 

2.1 Information about cyber-security 
 
To prevent unauthorized access to facilities and systems, observe the following security recommendations: 

¶ General 

¶ Periodically ensure that all relevant components meet these recommendations and any additional internal security poli-
cies. 

¶ Perform a security assessment of the entire system. Use a cell protection concept with suitable products. 
For example, "ICS-Security-Kompendium" from the BSI (Federal Office for Security in Information Technology, Bun-
desamt für Sicherheit in der Informationstechnik) 
https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/ICS/ICS-Security_kompendium_pdf.html 
 
shortened URL: http://bit.ly/1rP9znm 

¶ Physical access 

¶ Restrict physical access to security-relevant components to qualified personnel. 

¶ Security of the software 

¶ Keep software/firmware updated. 

o Stay informed about security updates for the product. 

o Stay informed about product updates. 

You can find information about this at: www.mbconnectline.com 

¶ Passwords 

¶ Define rules for the use of the devices and assigning passwords. 

¶ Change passwords regularly, to increase security. 

¶ Use only passwords with a high password strength. Avoid weak passwords such as "password1", "123456789". 

¶ Make sure that all passwords are protected and inaccessible to unauthorized personnel. 

¶ Do not use the same password for different users and systems. 
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3. Technical data 
 

Voltage 10 - 30 V DC 

Max. current consumption 

¶ MDH900/910 

¶ MDH905/915 

¶ MDH901/906/911/916 

 
  50 mA (at 24 V) 
  75 mA (at 24 V) 
100 mA (at 24 V) 

Protection class IP 20 

Area of application Dry environments 

Operating temperature range -20 - 75°C 

Storage temperature range -40 - 75°C 

Humidity 0 - 95 % (non-condensing) 

Weight 

¶ MDH900 

¶ MDH901,905,906 

¶ MDH910 

¶ MDH911,915, 916 

 
160 g 
170 g 
290 g 
300 g 

Dimensions 

¶ MDH900 

¶ MDH901,905,906 

¶ MDH910 

¶ MDH911,915,916 

 
97 mm x 72 mm x 62 mm (H x W x D) 
97 mm x 72 mm x 75 mm (H x W x D) 
97 mm x 110 mm x 32 mm (H x W x D) 
97 mm x 110 mm x 46 mm (H x W x D) 

MDH905/915 
GPRS class 
Supported frequency bands 

 
10 (max. 53.6 kBit/s) 
850, 900, 1800, 1900 MHz 

MDH906/916 
3G modem  
Supported networks 
Supported frequency bands 
HSxPA category 

 
GPRS | EDGE | UMTS | HSPA+ 
800, 850, 900, AWS 1700, 1900, 2100 MHz 
Downlink HSDPA Category 14 (21 Mbps), Uplink HSUPA Category 6 
(5.76 Mbps) 

MDH901/911 
WLAN  

IEE802.11b/g & 802.11n (1T1R mode) up to 150 MBit/s 

WLAN specification 

EU (2.412 GHz-2.472 GHz, 1-13 Channel) 
USA (2.412 GHz-2.462 GHz, 1-11 Channel) 
WPA/WP2, 64/128/152-bit WEP, WPS 
802.11b: 1,2,5.5,11 Mbps 
802.11g: 6,9,12,18,24,36,48,54 Mbps 
802.11n: (20 Mhz) MCS0-7, up to 72 Mbps 
802.11n: (40 Mhz) MCS0-7, up to 150 Mbps 

Country of application 
 
MDH900,901,910,911 
MDH905,906,915,916 

 
 
Global 
Dependent on available GSM network or provider 

USB interface USB 2.0 Host 

Ethernet port 
(usable via VLAN as LAN and WAN) 

10/100 MBit/s full- and half-duplex mode, automatic recognition, patch 
cable/crossover cable 

Interface (COM) RS-232/485 

Features OpenVPN, FTP, SQLite database, web server 
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Digital inputs 2x (low 0-11 V, high 12ï30 V) 

Analog inputs 4x (2 x 1 ï 10 VDC and 2 x 4 ï 20 mA (12-bit)) 

Relay output 1x 24 VDC/AC/1 A, changeover contact  

FCC ID: R17HE910 
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4. Included in delivery 
 

Please check that your delivery is complete: 

Your mbSPIDER model 

MDH900 MDH901 MDH905/906 

   

MDH910 MDH911 MDH915/916 

   

    

Network cable  
(1:1 assignment) all models 
 

GSM antenna  
for device variants with 
GPRS modem: 
MDH905/906/915/916 
 

WLAN antenna  
for device variants with 
WLAN module: 
MDH901/911 
 

Quick Start Guide 

 
  

 

If any of these parts are missing or damaged, please contact: 
 

Issued by: 
MB connect line GmbH  
Fernwartungssysteme 
Winnettener Str. 6 
91550 Dinkelsbühl 
GERMANY 
 
Tel.:  +49 (0)700 MBCONNECT 

  +49 (0)700 26 66 32 

Website:  www.mbconnectline.com  
 
Copyright © MB Connect Line GmbH 2014 

 
Please keep the original box and the original packaging in case you need to send the device for repair at a later date. 
 

http://www.mbconnectline.com/
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5. Displays, controls and connections 
 

5.1 View of front of the device: 
 

 

 

 

Designation LED status   Description 

Power 
Off  

Power source for the mbSPIDER is switched off or the device is not connected to 
the power source / power pack. 

On  Power source is connected to terminal block and switched on. 

Ready 
Flashing  

After the device is switched on, the flashing Ready LED indicates the boot se-

quence. 

On  The mbSPIDER is ready 

Connect 

Off  No active OpenVPN connection 

On  Connection to Internet 

Flashing (1.5 
Hz)  OpenVPN connection active 

Flashing  
(3 Hz)  Internet or VPN connection being established 

Fc1 

Fc1 + Fc2 
flashing  Configuration file detected on USB 

Fc1 + Fc3 
flashing  Firmware file detected on USB 

Directly  
 controllable    Via LUA script on when server type selection is System server 

Fc2 

Fc2 + Fc1 
flashing  Configuration file detected on USB 

Flashing  Downloading firmware file 

Directly  
controllable    Via LUA script or when server type selection is System server 

Fc3 

Fc3 + Fc1 
flashing  Firmware file detected on USB 

Flashing  Downloading configuration file 

Directly  
controllable    Via LUA script or when server type selection is System server 

Designation Function  Description 

Function Push-button  For firmware update, loading the factory settings and downloading the configura-
tion file from the web portal mbCONNECT24 

Reset Push-button  Pressing the button causes a reboot (so-called cold start). 
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5.1.1 View of device front panel - terminal 
block 
 

 

 

 

 

Terminal Designation Description 

1 V+ 
Input 

10-30 VDC 

Power supply connection 10-30 VDC 

2 GND 0V DC connection 

3 1-10 V 
Ain1 

Analog input 1 (voltage) 

4 4-20 mA Analog input 1 (current) 

5 GND  0 V DC connection 

6 1-10 V 
Ain2 

Analog input 2 (voltage) 

7 4-20 mA Analog input 2 (current) 

8 Din1 
Din 

Digital input 1 

9 Din2 Digital input 2 

10 NO  

Relay Relay output 24 VDC/AC/1 A changeover contact 11 NC 

12 COM 

 
 
5.2 View of underside of device 
 
 
 
 
 
 
 
 
 
 

 Designation Description 

 USB Port for USB stick 
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 LAN Local network port (e.g. machine network). 

WAN WAN connection of the device (customer network, external router, etc.) 

 RS232/485 Serial port for connection of devices with RS232/RS485 interface 

USB    LAN / WAN            RS 232/485 
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6. Interface assignment 
 

6.1 Serial interface 
 
 
 

6.1.1 RS232 connection 
 

 6.1.2 RS485 connection 
 

 

 

 
   

 

RS232 connection 

Pin Signal Direction 

2 RxD In 

3 TxD Out 

5 GND  

7 RTS Out 

8 CTS In 

 
 

RS485 connection 

Pin Signal Direction 

1 A+ In 

4 A- In 

6 B+ Out 

9 B- Out 

 
 
 

6.1.3 RS232/485 connection (Y cable) 
 
The use of a Y cable (available as an accessory: Art no. 8274) permits parallel connection of RS232 and RS485 con-
nections. 

 
 
 

Shield on housing 

Transmission data 

 
Reception data 

Reception data 

 

Transmission data 

Shield on housing 
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6.2 Ethernet (VLAN) 
 

 6.3 USB 

 Connection Signal   Connection Signal 

 

1 RD+  

 

1 VCC (+5 V) 

2 RD-  2 - Data 

3 TD+  3 +Data 

4 RCT  4 GND 

5 TCT    

6 TD-    

7 NC    

8 -      
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7. Mounting 
 

7.1 Switchgear cabinet hat rail mounting 
 
The mbSPIDERs (MDH900/905/906) are intended for 
switchgear cabinet installation. The devices are de-
signed for mounting on hat rails (according to DIN EN 
50 022). 
 
Snap the mbSPIDER in the DIN hat rail. To do this, 
position the upper guide on the hat rail and then press 
the device downwards against the rail until fully en-
gaged. 
 
               
 
7.2 Wall mounting 
 
The models MDH 910/915/916 are intended for simple screw-on wall mounting (optional retainer for hat rail mount-
ing). 
 
 

8. Inserting the SIM card (mini SIM)  
(Models MDH905/906/915/916)  
 
 
 
 
 

                           
 

 
 

      
 
 
 
 
 
 

MDH905/906 

MDH915/916 

25 mm 

1
5
 m

m
 


